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Uncertainty: a major challenge in 
systems, control, communications

ÅControl and Uncertainty
ïUncertainty:  System Model, Performance Model, Sensor    

Model, Computation Model, Action Model
Environment
Noises, Disturbances, etc.
Goals and Sub-goals

ïFeedback, Adaptive, Robust, Intelligent, Learning

ÅControl system:   A mapping from inputs, outputs to actions 
Influenced by objectives 

ÅRepresentations:  factoring of this mapping
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ROBUSTNESS ςCritical inference, decision-making, control 



Some Approaches to Deal with 
Uncertainty

ÅDifferential games and uncertainty
ïRobust control (Baras, Basar, Bernard, Fleming, Helton, James, 

Isidori, Bensoussan, Ball, ...)
ïIntelligent control
ïAI, planning, performance feedback
ïLearning, connectionist systems
ïLogic, knowledge-based systems

hybrid control systems

ÅReinforcement learning: Approximate DP, Temporal 
Difference (TD) methods, Adaptive Critics, Q-learning, 
Recurrent Network Implementations
ïBarto, Sutton, Tsitsiklis, Bertsekas, Werbos, Watkins, ...
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Review of some Oldies but Goodies
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Generic Output Feedback 

Robust Control

Uncertainty:

Model of •system

Exogenous disturbances w

Controlling Uncertainties:

Make regulated variables z

behave as desired

despite uncertainties
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system
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Robust Control and 

Uncertainty Models

N(0, e)

f ,g

bounds bounds

F,G F,G

Observed uncertainty    =    bounded noise    +   outliers

System

Controller

z=(error)

yu
uncertainty
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Generic Output Feedback Robust 

Control: Our General Solution Idea

ÅEstimation - the information state

ÅExpress problem in terms of information state

ÅInformation state feedback control:

ÅSolve state feedback problem for information 

state

ÅCoupling - information state feedback

ÅPlug information state into optimal feedback
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Our Method and Key Result

pk+1 =H l (pk ,uk , yk+1 )
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HOW? The Circuit Taken 

in Our Approach

10

PO SYSTEM (PO FSM) PO STOCHASTIC 
SYSTEM (HMM)

OF PO STOCHASTIC 
SYSTEM (HMM)



Risk-Sensitive 

Stochastic Control

Objective : Minimize

Je(u)=E exp
m
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Solution of the 

Randomized Problem

uk pk

yk

pk =Hl (pk-1,uk-1,yk)

uk sk

e

yk

e

uk =u k(sk

e)

e­ 0

uk =Ĕ u k(pk)
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e=AL

e(uk-1,yk
e)sk-1
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Statistics Required

Statistics Not Required (depends on bounds only)

(DP)

(DG)
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Fundamental Result

ÅKey analytical methods :

The equivalence of three problems :

- Output feedback robust control
- Partially observed deterministic 

dynamic game
- Partially observed risk -sensitive 

stochastic control
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ÅNonlinear partially observed

ÅSet valued partially observed

ÅFinite Automata partially observed
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6. J. Baras,M. Rabi,ñMaximumEntropyModels,DynamicGames,andRobustOutputFeedback

Controlfor Automataò, IEEE CDC,2005.
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Our General Theory



From Robust to 

Intelligent Control

John S. Baras

Department of Electrical Engineering and

Institute for Systems Research

University of Maryland at College Park

March 5, 1997
LIDS, MIT
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Unknown Models -- Learning

Å When we do not have models (i.e. f, b, etc.)

Not necessary?

Replace by
òApproximate DPó
to compute info -state 

and value function!

Å Control cost and model complexity cost combined

Å Trade off : complexity vs. performance

Å Uncertainty causes learning

Process
u y

Estimate
System (HMM)

n, b, h
^  ^  ^

Risk 
sensitive 
stochastic 
control

u (n, b, h)
^   ^  ^  ^
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Intelligent Control and 

Complexity

At least ò3-dimensionsó

Trade-offs must be considered

Examples: speech coding, speech understanding, image understanding, 
autonomous navigation

Control Strategy 
 
(algorithm) complexity

Controlled 
System 
Performance
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Many ways to deal 
with uncertainty
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Intelligent Control and 
Complexity

Å Combine model learning :  intelligent control

Å Risk sensitive control of HMM with unknown models
q= set of parameters of HMM, including order

Å Metric for model complexity

Å What is the interpretation of gin this context?

Å In general solution computationally intractable

ð Approximation of info -state evolution

ð A dynamic game DP; approximation of value function

Primarily interested in òfeatureó - based and/or compact 
representations/approximations (RNN, basis fncs)

MDL(k) = -log P(y
n

|Ĕ q ) -logp(Ĕ q )  + 
k

2
 logn

          k  = " length" of data
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Risk-Sensitive Control with Unknown 

Models: Learning Information State 
Dynamics

Å Information state dynamics not known!

Iterative learning of information state:  related to features?

Must run faster than learning W

Is this a ògoodó way to partition handling the uncertaintly ?

Information state does capture the notion of òstates relevantó 
for control
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BACK TO PRESENT TIME
From Robust Control to Adversarial 

and Robust Machine Learning
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Extensions of Robust and
Risk Sensitive Control Theory

ÅSolution: two coupled Hamilton-Jacobi-Bellman (HJB) equations (one on-line, 

computing the novel information state, and another off-line, for the decisionu)

ÅComplete equivalence of three previously unrelated problems: general nonl. 

robust output feedback problem, a dynamic game with two players, a stochastic 

control problem with metric the expectation of the exponential of an integral-

type perform. Measure.

ÅDeeper understanding of some key randomizations employed as max. entropy 

modeling. 

ÅExtension to other models of risk ïrelationships with Prospect Theory 

ÅExtension to Robust ML and Robust AI, Robust RL

ÅExtension to Multi -agent systems 
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From Robust Control to  
Robust Reinforcement Learning
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Is there a unified theory?

YES ςExtending Robust Output 
Feedback Control Theory ς
Baras et al [1994-98, 2005-06]

PLUS

Using Risk-Utility rigorous duality 
(Rockafellarand earlier works from mathematics of finance)
T. Rockafellarreview article: άRisk and Utility in the Duality Framework 
of Convex Analysisέ, 2018
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Theory Unifies 

ÅRobustness in ML and RL

ÅTrusted Autonomy ïsafety and risk

ÅTrustworthy AI

ÅComposability

Åé..
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Reinforcement Learning (RL)

Å Standard (risk-neutral) RLalgorithms follow from 
the Expected Utility Theory (Von Neumannς

Morgenstern) ςMDP 

M = (S,A, p0Σ tΣ ǊΣ ʴ)

max—J(ƣ) := E[R], where R = В
ȿȿ

gt rt(st,at) 

:= (s1, a1, s2, a2, . . . , aTҍ1, sT ).

(1)

Å Prospect Theory by (TverskyandKahneman):

άNobel Memorial Prize in Economic Sciences for his 
groundbreaking work in applying psychological insights to 
economic theory, particularly in the areas of judgment and 
decision-making under uncertainty.έ

Å Portfolio Optimization and risk:
Modern portfolio theory (MPT), or mean-variance analysis,
Harry Max Markowitz is an American economist who 
received the 1989 John von Neumann Theory Prize and the 
1990 Nobel Memorial Prize in Economic Sciences. 

”pȟ † ὴБ“ὥȿίȠ—ὴί ȿίȟὥ

env. (plant)
st+1 Ḑp(.|st,at)
(or st+1=f(st,at,wt) )

agent
(controller)

atḐ“ȢȿίȠ— st+1,rt+1(st,at)

Known problems with (risk-neutral) RL: brittle. Highly sensitive to noise, etc.  
25



Safe Learning for Autonomy:
Robust and Risk Sensitive Control Approach

E. Noorani, J. S. Baras, άRisk-sensitive REINFORCE: A Monte Carlo Policy Gradient Algorithm for Exponential Performance Criteria,έ IEEE CDC 2021
E. Noorani, J. S. Baras, άRisk-sensitive Reinforcement Learning and Robust Learning for Control,έ IEEE CDC 2021
E. Noorani, J. S. Baras, άA Probabilistic Perspective on Risk-sensitive Reinforcement Learning,έ 2021

Learning

SafetyPerformance

Interplay among learning, 
performance, and safety 

Design autonomous decision systems 
with some degree of assurance of 
meeting specifications (performance,
safety specifications): (distributionally) 
robust, risk sensitive, regularization

Regularization
(e.g. KL and Entropy 

regularization)

Risk-sensitive

Robust\
DistributionallyRobust
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Risk Measures
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Coherent and Convex Risk Measures
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Dual Representation of 
Coherent Risk Measures
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Dual Representation of 
Convex Risk Measures
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Coherent or Convex?
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Risk-Sensitive RL Using 
Exponential Criteria

Entropic Risk Measure
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Risk-Sensitive RL Using 
Exponential Criteria

Entropic Risk Measure: Large Deviation Theory and 
Asymptotic Interpretation
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Risk-Sensitive RL Using 
Exponential Criteria

Entropic Risk Measure: Duality and Game Theoretic 
Interpretation 
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Risk-Sensitive RL Using 
Exponential Criteria

Policy Robustness: Definition of Robustness 
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Risk-Sensitive RL Using 
Exponential Criteria

Policy Robustness: Robustness Gurantees
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Robustness, Risk Sensitivity, and 
Regularization
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Robustness, Risk Sensitivity, and 
Regularization
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Robustness, Risk Sensitivity, and 
Regularization

Coherent Entropic Risk Measure [FK11] ïA bridge to 
distributionally robust
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Robustness, Risk Sensitivity, and 
Regularization

Equivalences: Distributionally Robust
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Robustness, Risk Sensitivity, and 
Regularization

Equivalences: Regularization
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Robustness, Risk Sensitivity, and 
Regularization

Developing risk-sensitive RL algorithms using 
regularization equivalence
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Risk-Sensitive RL Algorithms Using MDP
REINFORCE ïA Policy Gradient Algorithm
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Risk-Sensitive RL Algorithms Using MDP
REINFORCE ïA Policy Gradient Algorithm (using baseline)
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Risk-Sensitive RL Algorithms Using MDP
Policy Gradient Algorithms (using function approximation)
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Risk-Sensitive RL Algorithms Using MDP
Temporal-Difference Methods (actor-critic algorithms)
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Risk-Sensitive RL Algorithms Using MDP
Risk-Sensitive REINFORCE [NB21a, NMB22]
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Risk-Sensitive RL Algorithms Using MDP
Risk-Sensitive Actor-Critic
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Risk-Sensitive RL Algorithms Using MDP
Risk-Sensitive (Online) Actor-Critic [NMB22, NMB23]
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Risk-Sensitive RL Algorithms Using MDP
Algorithm: REINFORCE
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Risk-Sensitive RL Algorithms Using MDP
Algorithm: REINFORCE with baseline
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Risk-Sensitive RL Algorithms Using MDP
Algorithm: Online Actor-Critic
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Risk-Sensitive RL Algorithms Using MDP
Algorithm: Risk-sensitive REINFORCE [NB21a, NMB22]
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Risk-Sensitive RL Algorithms Using MDP
Algorithm: Risk-sensitive Online Actor-Critic [NMB22, NMB23]

54



Risk-Sensitive RL Algorithms Using MDP
Simulation results (Training and Testing behavior):

Risk-Sensitive REINFORCE (Double Pendulum)
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Risk-Sensitive RL Algorithms Using MDP
Simulation results (Robustness):

Risk-Sensitive REINFORCE (Double Pendulum)
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Risk-Sensitive RL Algorithms Using MDP
Simulation results (Training and Testing behavior):

Risk-Sensitive Actor-Critic (Double Pendulum)
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Risk-Sensitive RL Algorithms Using MDP
Simulation results (Robustness):

Risk-Sensitive Actor-Critic (Double Pendulum)
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Risk-Sensitive Safety Filters
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Risk-Sensitive Safety Filters
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Risk-Sensitive Safety Filters
Risk-sensitive safety conditions
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Risk-Sensitive Safety Filters
Safe backup policies via RL (                       )
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arg min [ ( )]safe xE V xp
p

p
ÍP

=



Risk-Sensitive Safety Filters
Risk-Sensitive Inhibitory Control for Safe RL                       
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Risk-Sensitive Safety Filters
Simulation results                       
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Risk-Sensitive Safety Filters
Summary of results                       

65



References

66



References

67



References

68



References

69


