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Uncertainty: armajorcehalepgeiin
systems ,ceontsol ccommunicaiions

ROBUSTNE®E ritical inference, decisioimaking, control

A Control and Uncertainty
I Uncertainty: System Model, Performance Model, Sensor

Model, Computation Model, Action Model
Environment
Noises, Disturbances, etc.
Goals and Sugoals

I Feedback, Adaptive, Robust, Intelligent, Learning

A Control system A mapping from inputs, outputs to actions
Influenced by objectives

A Representations factoring of this mapping



SeomeApproachesotodéalivith
Uncentaimty

A Differential games and uncertainty

I Robust control (Baras, Basar, Bernard, Fleming, Helton, James,
Isidori Bensoussan, Ball, ...)

i Intelligent control

i Al, planning, performance feedback
I Learning, connectionist systems
|

" Logic, knowledgbased systems
hybrid control systems

A Reinforcement learnindApproximate DP, Temporal
Difference (TD) methods, Adaptive Criticde@rning,
Recurrent Network Implementations

I Barto, Sutton,TsitsiklisBertsekasWerbos, Watkins, ...
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e Generic Output Feedback
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Robust Control
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disturbances .t regulated variables
controls - system output variableg,
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- Controller [—<——

Uncertainty:

Controlling Uncertainties:

Model of system
Exogenous disturbances w

Make regulated variables z
behave as desired
despite uncertainties
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% Robust Control and @
ISR Uncertainty Models D ola
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Observed uncertainty = bounded noise + outliers
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mdte o Generic Output Feedback Robust sz
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ke Control: Our General Solution Idea ‘&,

TRYLAS

A Estimation - the information state
A Express problem in terms of information state

A Information state feedback control:

A Solve state feedback problem for information
state

A Coupling - information state feedback
A Plug information state into optimal feedback
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oo HOW? The Circuit Taken
ystems .
in Our Approach

Research

ROBUST OUTPUT AXIMUM ENTROPY
FEEDBACK CONTROL RANDOMIZATION
PO SYSTEM (PO FSM) PO STOCHASTIC

SYSTEM (HMM)

SMALL-NOISE LIMIT
9
DETERMINISTIC
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RISK-SENSITIVE
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% Risk-Sensitive
ISR Stochastic Control

Objective : Minimize

(min. variance
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Solution of the
Randomized Problem
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_____________________________________________________________________

Statistics Not Required (depends on bounds only)
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The

Systers Fundameniall Resulit

A Key analytical methods :

The equivalence of three problems :

- Output feedback robust control

- Partially observed deterministic
dynamic game

- Partially observed risk -sensitive
stochastic control
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The
Institute for

Systers Outr Genernall Teary

A Nonlinear partially observed
A Set valued partially observed
A Finite Automata partially observed
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From Robust to
Intelligent Control
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ISR

INSTITUTE FOR S§YSTEMS RESEARCH

Unknown Models -- Learning

A When we do not have models (i.e. f, b, etc.)

u
_—

y

Process

yd

Estimate
System (HMM) —=—
N NN

n, b, h

N

|

Risk
sensitive_
stochastic .

A AAA control
u(n, b, h)

Not necessary?

Replace by

OApproxi mat e

to compute info -state
and value function!

A Control cost and model complexity cost combined

A Trade off : complexity vs. performance

A Uncertainty causes learning
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IHR Intelligent Control and

-
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Controlled
System
Performance

Control Strategy

S . >~
§Q\e (algorithm) complexity
béo Q
° 4 @o Many ways to deal
N O S with uncertainty
@\\6\' (OQ& @@ Q.;P
&S

At least 03-dimensions 6
Trade-offs must be considered

Examples: speech coding, speech understanding, image understanding,
autonomous navigation
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IHR Intelligent Control and
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A Combine model learning : intelligent control

A Risk sensitive control of HMM with unknown models
g = set of parameters of HMM, including order

A Metric for model complexity

MDL(K) = - log P(Y" |& - log (&5 + —; logn
k = "length" of data

A What is the interpretation of g in this context?

A In general solution computationally intractable
d Approximation of info -state evolution
d A dynamic game DP; approximation of value function

Primarily interested in  ofeature 0 - based and/or compact
representations/approximations (RNN, basis fncs)



Risk-Sensitive Control with Unknown
Models: Learning Information State

ISR

INSTITUTE FOR S§YSTEMS RESEARCH

Dynamics

A Information state dynamics not known!
Iterative learning of information state: related to features?
Must run faster than learning W
Is this a ogoodo way to partition handling the uncertaintly ?

Information state does capture the notion of oOstates relevanto
for control
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BACK TO PRESENT TIME
From Robust Control to Adversarial
and Robust Machine Learning



ExtenstonscoRRebustirand
Riskssensitive &anifalhEbeory

Classification/

Decision
u Outputs
y Feedback
Machine Learning MSCh_t:m‘?’
Algorithm > onitoring
Adaptation
- Outputs z
u y Feedback Robustness
. Other measures
=2 PoDwmamia e L T
I onitoring versaria <
= System
Disturbances, |—— i Adaptation Perturbations WEITTECE )
Perturbations | W z Other knowledge
Robustness

Other measures Fig.: Generalized framework to formulate and analyze robustness: Select ML

algorithm, feedback u , to optimize classification/decision performance, while
minimizing effect of perturbations w and w’ on robustness and other measures z

A Solution: two coupled HamiltordacobiBellman (HJB) equations (one-tine,
computing the novehformation state and another ofline, for thedecisionu)

A Complete equivalence of three previously unrelated problemgenerahonl.
robust output feedback problem, a dynamic game with two players, a stocha:
control problem with metric the expectation of the exponential of an integral
type perform. Measure.

A Deeper understanding of some key randomizations employedrasntropy
modeling

A Extension to other models of rigskeelationships witfProspect Theory

A Extension tdRobust ML andRobust Al, Robust RL

A Extension taViulti -agent systems

Fig.: Robust Output Feedback Control — General H-oc; “Four Block Problem”
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From Robust Control to
RobustReinforcementLearning



Is there a unified theory?

YESX Extending Robust Output
Feedback Control Theogy
Baras et al]994-98, 2005-06]

PLUS
Using RiskJtility rigorous duality
(Rockafellaand earlier works from mathematics of finance)

T.Rockafellareview article:0Risk and Utility in the Duality Framework
of Convex Analysis2018
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Theony Whiftes

A Robustness in ML and RL
A Trusted Autonomy T safety and risk
A Trustworthy Al

A Composability
Aeée ..
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Reinforcement Learning (RL)

A Standard (riskneutral) RLalgorithms follow from

the Expected Utility Theoryvon Neumang
Morgenstern)c MDP env. (plant)
M=GApS t) NI S+1 P P([s.a)

$ $ (Or §+1=f(5t’at1Wt) )
max J@ ) E[R% where R=B dr(s.a)

a D" Eﬁ N— S(+1’rt+1(snat)

=60 8 % B - &, ST

T oA BT odR-E dR (D)
agent

A Prospect Theorpy (TverskyandKahneman): (controller)

dNobel Memorial Prize in Economic Sciences for his

groundbreaking work in applying psychological insights to

economic theory, particularly in the areas of judgment and

decisiormaking under uncertainty.

A Portfolio Optimization and risk:
Modern portfolio theory (MPT), or measvariance analysis,
Harry Max Markowitzis an American economist who
received thel989John von Neumann Theory Prize and the
1990Nobel Memorial Prize in Economic Sciences.

Known problems with (riskneutral) RL brittle. Highly sensitive to noise, etc.
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Séafelleeatnipgdon Autonemy:
RoebustandrRIsk Sensitive Gontroh Approach

Regularization

Robust g. KL and Entropy
Learning DistributionallyRobust regularlzatlon)
Performance Safety Risksensitive

Design autonomous decision system:

with some degree of assurance of
Interplay among learning, meeting specifications (performance,
performance, and safety safety specifications)d{stributionally)

robust, risk sensitive, regularization

E. Noorani, J. S. BaraRjsksensitive REINFORCE: A Monte Carlo Policy Gradient Algorithm for Exponential Performancel EEEeGHZD21
E. Noorani, J. S. BaraéRjsksensitive Reinforcement Learning and Robust Learning for CénEBE CDZD21 45
E. Noorani, J. S. Bara&,Probabilistic Perspective on Regnsitive Reinforcement Learnia@021



Risk Measures

J(R) ="
O Standard (risk-neutral) Obj. ~ Expected Value
ET[,P[R}
® Risk-Sensitive Obj
* Mean-Variance
E';'[,P [R] _ )\V [RJ

¢ Value-at-Risk (VaR) and Conditional-Value-at-Risk (CVaR)

CVaR,(R) =E. p[RIR < VaR, (R)],
VaR, (R) =inf[re R: P(R <1) > pj

* Entropic Risk Measure

Jis (R) = (1/B)log B ple¥]

27



Coherent and Convex Risk Measures

For allR and R/ € R:
@ Monotonicity. For R < R/,
J(R) < J(R')
® Translation Invariance. For m € R,
J(R+m) =](R)+m
© Convexity. For0 < o <1,
J(«R+ (T —o)R") < «J(R) + (1 — «)J(R)

A convex risk measure is called coherent if and only if in addition to the properties
(1), (2), and (3), is positive homogeneous, i.e.,
@ Positive Homogeneity. For « > 0,

J{«R) = o] (R)

28



Dual Representation of
Coherent Risk Measures

Proposition (Coherent)
[FS02, FRO2] A functional ] : R — R is a coherent risk measure if and only if there exists a

subset Q of M ¢ such that

] =supEq(R]
QeQ

Moreover, Q can be chosen as a convex set for which the supremum is attained.
.

The set of all finitely additive set functions Q : T — [0, 1] which are normalized to Q[T] = 1.

29



Dual Representation of
Convex Risk Measures

Proposition (Convex)
[FS02] Any convex risk measure | : R — R is of the form

]:sup{EQ[R} —D(Q)}

QeQ

where D is the minimal penalty function which represents J.

30



Coherent or Convex?

e Mean-Variance is neither Coherent nor Convex.
J(R) := Exp[Rl — AV(R)
¢ VaR is not Coherent, but CVaR is Coherent.

CVaR,(R) =Ep[RIR < VaR,(R)],
VaR,(R) = inf{r e R: P(R <1) > p}

e Entropic Risk Measure is Convex (but not Coherent).

Jip (R) := (1/B) log Er pleP"]

31



Risk-Sensitive RL Using

Exponential Criteria
Entropic Risk Measure

]
Ji (1) = E logEp [eBR]
positive and negative risk parameters p result in risk-seeking/optimistic (f > 0) and
risk-averse/pessimistic (f < 0) behavior.
1 p

g logEp [eBR] =Enp [R] + fV[R] +0(p?) (Taylor series)

* |nterpretation of optimizing exponential criteria by examining it through two
theoretical frameworks:

@ Large Deviation Theory [NB22a]

@ Theory of dual representation of convex risk measures [NB21c]

32



Risk-Sensitive RL Using

Exponential Criteria

Entropic Risk Measure: Large Deviation Theory and
Asymptotic Interpretation

Theorem

[NB22a] The maximization of the risk-sensitive exponential criterion, i.e.,

I (71) == ]Elog]E[eE’R]

is equivalent to

argmax Jy, (1) = Th_)m argmin P[Ry < ], B < O (risk-averse/pessimistic)
i S T

argmax ][B (mr) = Th_}m argmax P[Rt > ], B > O (risk-seeking/optimistic)
T - T

Rate of decay of the left/right tail of the performance metric R. I

33




Risk-Sensitive RL Using

Exponential Criteria

Entropic Risk Measure: Duality and Game Theoretic
Interpretation

[NB21c] The maximization of the risk-sensitive exponential criterion, i.e.,

g = %loglE[eE’R}

Is equivalent to

supinf {]E lR(T)] _ %DKL (’n@(-lst ), Wg(-lst)) } B < O (risk-averse/pessimistic)  (7)
sup sup {]E [Rm] + 1Dy (vr@[-lst), vrg[-lst)) } B > O (risk-secking/optimistic)  (8)
T fE B

where D(Q, P) is the KL divergence between the distributions P and Q and is given by
Dxi(P, Q) =Eq [log %] if Q <« P and infinity otherwise.

34



Risk-Sensitive RL Using

Exponential Criteria
Policy Robustness: Definition of Robustness

Let 1(0) be a given policy and pg be its associated trajectory distribution given by (1)
with transition probabilities P. In addition, let p be a trajectory distribution generated
by 7t(0) given a perturbed system of transition probabilities P. The policy 7(0) is
(&,0,¢€)-robust if, for 5, ¢ > 0, and under the condition D(p, pg) < ¢, it holds that

Prp [R(T(0)) > &] > 1 —3(E, €), (9)

where D(-,-) represents the KL divergence.

35



Risk-Sensitive RL Using

Exponential Criteria
Policy Robustness: Robustn€ssantees

Theorem

[NMB22] Let i(6*) be an optimal policy with respect to ]y, i.e., m(6*) = argmaxg Ji, (6),
and pg- be its associated trajectory distribution given by (1) with transition probabilities P.
In addition, let p be a trajectory distribution generated by m(0) given a perturbed system
of transition probabilities P such that D(p, po-) < €. Then the following inequalities hold:

|
@

Prs [R(T) <& < R:;wx 5[ Rmax ]13 |B|]§max)’ p < O (risk-averse), (10)
P,.s [R(1) > & < l};ﬁ N é B > 0 (risk-seeking), (11)

where J; = L InE. . [exp(ﬁR(T))].

36



Robustness, Risk Sensitivity, and
Regularization

(a) Risk-Sensitive (b) Distributionally Robust (c) Regularization
max 1 %Exmn lexp(BR(x]]] max e infpey Exx,c—p R(x, 0)] maxg Et—pg {R(T(QJJ} — %D (pg, ()g)

Figure: TNere is an intricate connection between risk-sensitive, distributionally robust, and
regularized objectives.
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Robustness, Risk Sensitivity, and
Regularization

Ji, (70) = %log Erep, s [eBRT(TJ] (Entropic Risk Measure)

Jor(7) = min B [RT[T)] (Distributionally Robust)
Peu(p) ™

13.(0,00) = By, [Rm — ADyt (ng(-mt),mo(-m))} (Regularization)

Jent(8) 1= Er.gy [RIT)| +ABq s, yisea [iﬂfﬂusa]

t=1

Note that for a choice of uniform distribution as the reference policy, the KL-regularized objective is equivalent to the
maximum entropy objective (up to a constant). Therefore, we only consider the more general case of KL-regularized
objective from hereon.
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Robustness, Risk Sensitivity, and

Regularization
Coherent Entropic Risk Measure [FK11] 7 A bridge to
distributionally robust

]
][[3 [7-[) = E log ETNPW,P |:e|3RT(T):|

Jo¥(m) == (1) — lln[cx) 0<ax<T

B

Jo (7) := sup J%(m)
<0

(1) = inf E.; [RT[T)] (Entropic Value at Risk [A]12])

C

p
pelp<p:D(pp)<—In«j

* |tis evident that the KL-regularized and KL-constrained algorithms such TRPO and PPO are attempts to iteratively optimize the convex and coherent
risk-sensitive criterion.
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Robustness, Risk Sensitivity, and

Regularization
Equivalences: Distributionally Robust

Theorem

[NB22a] The coherent risk-sensitive exponential criterion with a positive risk parameter
p<0 (risk-aversion) or 3>0 (risk-seeking) is equivalent to a distributionally robust objective

with the uncertainty set
)= {p:2, o)) < 22}

That is to say,

Ig— = min ]ET««p p [RT[T)], ]g+ = Imax ]ETN [RT[T)]
Peurpy 7 Peu(p)

where |, and J%_ are the coherent risk-sensitive exponential criterion for 3>0 and (<G,
respectively.
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Robustness, Risk Sensitivity, and

Regularization
Equivalences: Regularization

Recall Ji, (71) := § log Brep, [eBRTfT)}. By the dual representation theorem of Convex

risk measures

10061 = sup {Ex g, [R(7)] — D (i) o)) }
0

By noting the definition of the trajectory distribution, we have
Dyt (pg(t)y 06(7) ) = TExpq D (5(-1s1), mal(1se) )|
Thus,

Ji, (0) = supJ¢; (6,6) (12)
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Robustness, Risk Sensitivity, and

Regularization

Developing risk-sensitive RL algorithms using
regularization equivalence

[NB21d] The maximization of the exponential criteria i, (0) with a positive risk parameter

B>0is equivalent to the maximization of the KL-regularized objective Jx; (8, 0) jointly over
the policy parameters O and the reference policy parameters 0, that is,

T
argmax Ji, (6) = argmax Jy; (6, 6)
0 0,0

l AN
where ], (6,0) = Eropg [R(T) — %DKL (ﬂ@[-|st), ’FT@HSJC))] Is the KL-regularized objective

with reference policy parameter 6 and the regularization weight T/ with T being the time
horizon.
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Risk-Sensitive RL Algorithms Using MDP
REINFORCE T A Policy Gradient Algorithm

1(0) i= Erp, [R]

e —

Oir1 = 0t + «V](0y) (Gradient Ascent)
VJ(0) o Erg R Z] Vlogmo(aifsy)] (Policy Gradient Theorem suon e =)
"
VJ(0) x Ery | Y~ RiVlogma(aifst)]
t:OV’f’Te (ailst)

O = O + Ry (REINFORCE witiams))

7o (a/st) '
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Risk-Sensitive RL Algorithms Using MDP

REINFORCE T A Policy Gradient Algorithm (using baseline)

To reduce variance

T|—1
VJ(0) x Eny | Y (Ri=bls))) Viogmolailsi)
t=0

As we will discuss, a particularly convenient property of using exponential criteria is
that it alleviates the need for such approaches [NB21c].
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Risk-Sensitive RL Algorithms Using MDP

Policy Gradient Algorithms (using function approximation)

Let the reward-to-go Ry := 'f,';t] vy~ tr(sy/, air) and the value function
V70 (sy) := En, [R¢/s¢). Then, we have

V7o (s) = En,. [T(st, ay) +yVTr(siq) | s (Bellman's equation)

where a; ~ g« (s ).

Bellman's equation is a contraction map. This has led to stochastic approximation
algorithms that try to asymptotically minimize the mean-squared error

méin ]E’Tlfg HT(St, a¢) +yV™(sir) — Vﬂe(st)Hz | St]
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Risk-Sensitive RL Algorithms Using MDP

Temporal-Difference Methods (actor-critic algorithms)

: Vg, (atlst)
{9t+1 =t 4 “(ﬁt = WSt,Wt)) o, (ailst) (Risk-neutral TD)

Wil = Wy — &V]c (st W, 0¢)
Je(sg; Wy, B) == Hﬁt - V(S§Wt)H2

ﬁt i=T1(St, at) +YV(St41, W) = Ry

The ‘actor’ implements a policy gradient algorithm based on a function
approximation of the (risk-neutral) reward-to-go, estimated by the ‘critic’ based on
Bellman'’s equation associated with (risk-neutral) dynamic programming.
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Risk-Sensitive RL Algorithms Using MDP

Risk-Sensitive REINFORCE [NB21a, NMB22]

J(8) i=Er, | pe™®]

IT|—1
]
VIo(0) o ZErp, [Z eBR‘Vlogm[B)]
t=0
0
0, =0, 1 SepreYas ) (Risk-Sensitive REINFORCE woorani & eras)

8 7i(aglst; 0)

® The update rule is not proportional to the reward-to-go Ry = Z'f,';: vt =tr(s,r, aqr), but to the exponential

Tl —1

pePRt =B T exply' ~'Br(s/, as))

L=k

® The risk-sensitive objective can be understood to provide a natural baseline. This has been shown in [NB21b] and
holds for the temporal-difference case as well.
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Risk-Sensitive RL Algorithms Using MDP

Risk-Sensitive Actor-Critic

Define the risk-sensitive value function of a policy 7t as

t

Vi(s)i= B [P X0 Tnalls [y~ y)

We further define;

_ | o It
VE(st) = Evg(st) _E [eﬁzlzt_ v T(81301J|St]

where a; ~ 7t(+[s;) and by definition, Vg(-) > 0. The following relationship holds:

% [

VE(St,Wt) — mc?x ePrisualg [e(VB(S"“’Wt]]Y | St] .
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Risk-Sensitive RL Algorithms Using MDP

Risk-Sensitive (Online) Actor-Critic [NMB22, NMB23]

The following actor-critic learning approach can be constructed [NMB23]:

B+ _ Vr(a|st;0¢)
{9t+1 = 0¢+ ol BI(RY — Valsuwi)) aiiay (Risk-Sensitive TD)

Wi = Wy — &V ] (s wy, B)
Ry = exp{Pr(sy, ai) + v In Va (s wi))
Te(sgwy, 0y) = Heﬁr(st,at.)wln\_/fa(SL+1;WL) _ VB[St;Wt)HZ

The ‘actor’ implements a policy gradient algorithm based on a function
approximation of the exponential of the reward-to-go, estimated by the ‘critic’ based

on the multiplicative Bellman'’s equation associated with risk-sensitive dynamic
programming.
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Risk-Sensitive RL Algorithms Using MDP

Algorithm: REINFORCE

Algorithm REINFORCE

1. Input: a differentiable policy parametrization 7t(als;0).

2: Algorithm parameters: step-size «>0, discount factor y=>0, and the risk parameter f.

3: Initialization: Initialize policy parameters 6 € R¢ (e.g. to 0).

4: while True do

5: Generate an episode following the policy =(-|-;0), i.e., so~po, ai~7(-[s(;0) and s, 1~p(-[s(, ar), generating a
sequence of state-actions so, ap,. .., S|¢—1, Q|1

6 fort =0to |t/ —1do

7 ﬁ “ Z|le|;l1 ,Yl."—LTL

8: Oir1 + 04 +ocyl'ﬁVlog7r(at|st;9]

9: endfor

10: end while
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Risk-Sensitive RL Algorithms Using MDP

Algorithm: REINFORCE with baseline

Algorithm REINFORCE with Baseline

1: Input: a differentiable policy parametrization 7t(als; 0).

2: Algorithm parameters: step-sizes o>0 and a0, discount factor y>0, and the risk parameter j3.

3: Initialization: Initialize policy parameters 6 € R¢ (e.g. to 0) and value parameters w € R4

4: while True do

5: Generate an episode following the policy 7(-|-;0), i.e., so~po, at~7t(-[s¢;0) and s 1~p(-[st, ar), generating a
sequence of state-actions s, ap,...,S;q_1, Q|1

6 fort =0to|t|—1do

7: R Z‘ﬁ':_: yt =ty

8: Oiet — 0+ v (R— V(sewi))V log t(atlse; 0)

O: wi = wi + &yt (R=V(sew))VV(se;wy)

10:  end for

11: end while

o1



Risk-Sensitive RL Algorithms Using MDP

Algorithm: Online Actor-Critic

Algorithm Online Actor-Critic

1: Input: a differentiable policy parametrization mt(als;0).
2: Algorithm parameters: step-sizes o0 and &0, discount factor v=>0, and the risk parameter .
3: Initialization: Initialize policy parameters @ € R and value parameters w € R4 (e.g. t0 0) (e.g. to 0).

4: while True do
fort =0to|t|—1do
Starting at an initial state s(, take an action by following the current policy a~7(:|s{;0) and observe
the successor state s ;~p(-|st, at), and the reward r¢
R« Ty +YVisgt, wi)
Opeq — 0¢ + owl'(ﬁ — Visy;wy))Viog m(aglsy; 8)
: Wii] = Wy + @Yl'(ﬁ — Visg;wi ) ) VV(sg;wy)
10: end for
11: end while

WeN ouw
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Risk-Sensitive RL Algorithms Using MDP

Algorithm: Risk-sensitive REINFORCE [NB21a, NMB22]

Algorithm Risk-sensitive REINFORCE

1: Input: a differentiable policy parametrization 7t(als; 0).
2. Algorithm parameters:
step-size o0, discount factor y>0, and the risk parameter p.

3: Initialization: Initialize policy parameters 8 € R¢ (e.g. to 0).
4: while True do
5. Generate an episode following the policy 7(-|-;0),

i.e., so~po, a~mt(-[s¢;0) and s ~p(-|s¢, ag),

generating a sequence of state-actions sy, ao,..., |1, Qj/_
6: fort=0to |r|—ldo
7 Re Y
8: (S (—Bt.‘f—OQ/l%Chﬁv10gﬂfal|8t;9[_]
9: endfor
10: end while
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Risk-Sensitive RL Algorithms Using MDP

Algorithm: Risk-sensitive Online Actor-Critic [NMB22, NMB23]

Algorithm Risk-sensitive Online Actor-Critic

QA

7:
8:

9.

16:
11:

. Input: a differentiable policy parametrization 7t(als; 0).
. Algorithm parameters:

step-sizes o>0 and &>0, discount factor y>0,and the risk parameter .

. Initialization: Initialize policy parameters 6 € R¢

and value parameters w € R4’ (e.g. to 0).

. while True do

fort=0to|t|—1do
Starting at an initial state s,
take an action by following the current policy a~7(-|s;0)
and observe the successor state s, ;~p(-|s¢, a;), and the reward r,
ﬁ,-;, — Bre+yInVp(sii;wi)
R

Orp1 ¢ Op + oyt - (e"B — Vj (s, wi))V log mt(ast; 0)

1B

w1 — wi + ayt(e®r — Vp(si;w ) )V Vg (s wy)
end for
end while

54



Risk-Sensitive RL Algorithms Using MDP

Simulation results (Training and Testing behavior):
Risk-Sensitive REINFORCE (Double Pendulum)
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Figure: Training and testing behavior of the risk-neutral REINFORCE (Alg. 1) and risk-neutral REINFORCE with baseline (Alg. 2) algorithms against the
proposed risk-sensitive R-REINFORCE algorithm (Alg. 4) for B = —0.1 and B = +0.1 in the Acrobot problem. Average reward, CVaRo 1.and CVaRg o
values (for L = 1.0) are computed over 10 independent training and testing runs with different random seeds.
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Risk-Sensitive RL Algorithms Using MDP

Simulation results (Robustness):
Risk-Sensitive REINFORCE (Double Pendulum)
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Figure: Robustness of risk-neutral REINFORCE (Alg. 1), risk-neutral REINFORCE with baseline (Alg. 2), and risk-sensitive R-REINFORCE (Alg. 4) algorithms in
the Acrobot environment with respect to varying pole length. The training environment is modeled with pole length 1 = 1.0. The testing environments
have perturbed pole length values of L € [0.7, 1.3]. Average reward, CVaRgy 7, and CVaRy ¢ values are computed over 10 independent training and

testing runs with different random seeds.
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Risk-Sensitive RL Algorithms Using MDP

Simulation results (Training and Testing behavior):
Risk-Sensitive Actor-Critic (Double Pendulum)
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Figure: Training and testing behavior of the risk-neutral Online Actor-Critic (OAC) (Alg. 3) algorithm against the proposed risk-sensitive R-AC algorithm (Alg.
5)for p = —0.01 and = +0.1 in the Acrobot problem. Average reward, CVaR 1, and CVaRg ¢ values (for 1 = 1.0) are computed over 10 independent
training and testing runs with different random seeds.
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Risk-Sensitive RL Algorithms Using MDP

Simulation results (Robustness):
Risk-Sensitive Actor-Critic (Double Pendulum)
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Figure: Sensitivity analysis of the risk-sensitive R-AC algorithm (Alg. 5) with respect to the risk-sensitive parameter § € [—0.01,0.01] in the Cart-Pole
problem. 3 = 0 corresponds to the risk-neutral Online Actor-Critic (OAC) (Alg. 3). The training environment is modeled with pole length 1 = 0.5. Average
reward, CVaRy 1, and CVaRy o values for testing environments with | € {0.3, 0.5, 0.7} are computed over 10 independent training and testing runs with
different random seeds.
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Risk-Sensitive Safety Filters

e The idea is to decouple optimality and safety by independently determining safe
and optimal control laws. Before applying an optimal, but potentially unsafe

control input to the real system, its safety is checked, such that a safe control
input can be chosen instead.

i1 = [l ug, wy), (23)

o s (@) =argmin |[7* (x) — u| (24)
uclU

such that u is safe. (25)

e When the dynamics of the systems are known to exhibit a control-affine

structure, control barrier functions (CBF) can be effectively employed to address
this challenge.
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Risk-Sensitive Safety Filters

@ Risk-sensitive safety conditions: in order to ensure the probabilistic satisfaction of state
constraints, we introduce cost functions that allow us to express safety through risk-sensitive conditions on the
cumulative cost along system trajectories. These conditions reveal an intuitive relationship between the

risk-aversion and safety probability.

® Safe policies and value functions through RL: Based on these results, we develop an
approach for determining safe policies and corresponding safety value functions using common techniques
from RL. The success of the proposed approach is shown to be guaranteed under weak assumptions relating

to the controllability properties of the system dynamics.

© Inhibitory control through safety filters: By enforcing the satisfaction
of the derived safety conditions with the learned value function online, we obtain a risk-sensitive safety

filter. Moreover, we prove it to inherit probabilistic safety guarantees from the safe policy obtained through RL.
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Risk-Sensitive Safety Filters

Risk-sensitive safety conditions

Proposition
[LNHBZ23]consider a cost function c(-) satisfying the conditions that

c(e) > ¢ Ve € Xynsafe- (26)

If there exist constants &, B € R with & <& such that

RB[VW(:BJF]] <é, Va € V:‘:"r, Rg[C] == %log (E[exp (BC)]) (27)

holds for x* = f(x,w(x),w), then, =(-) is 5-safe, i.e, P(f(x,m(x),w) € V) >1-17,0n V& with

d=exp(B(&—-E)). (28)

.

This result provides a straightforward condition, which merely requires the evaluation of the risk operator and the

computation of the cumulative cost. Moreover, it offers a simple expression for the probability of safety.

61



Risk-Sensitive Safety Filters
Safe backup policies via RL (psaffarg, ming, (x)])

[LNHB23] Consider a cost function c(-) satisfying (26) and assume that there exist a policy 7(-) and constants 6,6, € R
with 0, < 1/(1—v) such that

Ve(z) < 0rc(z) +0;, VaeX (29)

is satisfied. Moreover, assume there exist constants 63,04 € Ry . such that
Velx) > 03¢c(x)+04, VeeX (30)

holds for all policies = (-). If

S _ 9 (31)
0301 (y—-1)+1) 03

holds, then, the policy (22) is §*-safe on Ve« with 8* = exp (B* (£* —£)), where

p*,&* = argmin exp (B (£§—E)) St E&<E (27) holds. (32a)
BER—H‘EER—F
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Risk-Sensitive Safety Filters
Risk-Sensitive Inhibitory Control for Safe RL

we employ the risk-sensitive filter

o) :argni’lljin |7m* () — u| (33a)
uc
S.L. Rﬁ[vﬂ'safe[f[m)u)w)ﬂ S E-* (33b)

Theorem

[LNHBZ23] Consider a cost function c(-) satisfying (26) and a threshold ¢, for which (31)

holds. Moreover, assume that there exists a policy 7 (-) satisfying (29) with 6, < 1/(1—) for
all x € Xqyre. Then, the safety filtered policy (33) is 8*-safe on V5 with
0* =exp (B* (&* —&)), where p* and &* are defined in (32).
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Risk-Sensitive Safety Filters

Simulation results
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Figure: Number of constraint violations and average rewards in dependency on the safety constraint threshold & = 521 + A& and the risk-sensitivity /3.

Reducing p and increasing & have a similar effect of admitting more risky behavior in the response inhibition, such that the number of constraint violations
and the average reward increase.

o
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Risk-Sensitive Safety Filters

Summary of results

Inspired by the psychological concept of inhibitory control, this paper proposes a
risk-sensitive method for rendering arbitrary policies safe.

This method is based on the introduction of cost functions, such that state
constraints can be expressed in terms of value functions.

We show that this formulation allows us to employ standard RL techniques for
obtaining policies that their only goal is to ensure safety.

Based on the determined safe policies and corresponding value functions, a
risk-sensitive safety constraint is employed to enforce the satisfaction of state
constraints online. Thereby, risk-sensitive inhibitory control is realized and its
effectiveness is demonstrated in simulations.

65



References

Amir Ahmadi-Javid, Entropic Value-at-Risk: A New Coherent Risk Measure, Journal of
Optimization Theory and Applications 155 (2012), no. 3, 1105-1123.

Hans Follmer and Thomas Knispel, Entropic Risk Measures: Coherence vs. Convexity,
Model Ambiguity and Robust Large Deviations, Stochastics and Dynamics 11 (2011),
no. 02n03, 333-351.

Marco Frittelli and Emanuela Rosazza Gianin, Putting Order in Risk Measures,
Journal of Banking & Finance 26 (2002), no. 7, 1473-1486.

Hans Folimer and Alexander Schied, Convex Measures of Risk and Trading
Constraints, Finance and stochastics 6 (2002), no. 4, 429-447.

Matthew R James, John S Baras, and Robert ] Elliott, Risk-sensitive Control and
Dynamic Games for Partially Observed Discrete-time Nonlinear Systems, |EEE
transactions on automatic control 39 (1994), no. 4, 780-792.

66



References

Armin Lederer, Erfaun Noorani, Sandra Hirche, and John S Baras, Risk-sensitive
inhibitory control for safe reinforcement learning, 2023 62nd IEEE Conference on
Decision and Control (CDC), IEEE, 2023.

Erfaun Noorani and John S Baras, Risk-sensitive reinforce: A monte carlo policy
gradient algorithm for exponential performance criteria, 2021 60th IEEE Conferenc
on Decision and Control (CDC), IEEE, 2021, pp. 1522-1527.

, Risk-sensitive reinforce: A monte carlo policy gradient algorithm for
exponential performance criteria, 2021 60th IEEE Conference on Decision and
Control (CDC), IEEE, 2021, pp. 1522-1527.

, Risk-sensitive reinforcement learning and robust learning for control, 2021
60th IEEE Conference on Decision and Control (CDC), IEEE, 2021, pp. 2976-2981.

67



References

, Risk-sensitive reinforcement learning and robust learning for control, 2021
60th IEEE Conference on Decision and Control (CDC), IEEE, 2021, pp. 2976-2981.

, Embracing risk in reinforcement learning: The connection between
risk-sensitive exponential and distributionally robust criteria, 2022 American Control
Conference (ACC), IEEE, 2022, pp. 2703-2708.

, From regularization to risk-sensitivity-and back again, IFAC-PapersOnLine
55 (2022), no. 15, 33-38.

, A probabilistic perspective on risk-sensitive reinforcement learning, 2022
American Control Conference (ACC), IEEE, 2022, pp. 2697-2702.

, Risk-attitudes, trust, and emergence of coordination in multi-agent
reinforcement learning systems: A study of independent risk-sensitive reinforce, 2022
European Control Conference (ECC), IEEE, 2022, pp. 2266-2271.

68



References

69



