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KuBepvoaowaAera otnv vyeia: H peyaAn mpoxAnon
ot peta-COVID gmoxn

ZUpPwva e oTatloTika otoixeia tou FBI, ano tov MdpTio tou 2020 0Tnv APEPLKT) ONIEIWONKE
avénon katd 400% (') Twv KatayyeAWV KUBEPVOEMBECEWV
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Tov ZemtepPplo Tov 2020 ev péow mavonuiag avapepbnke o pmtog Bavatog eEautiag kuPepvoemnifeong oto
TTAVETNOTNUIAKO VOOOKOLEIO TOU NTIOEAVTOP@, T} 0TT010 TIPOKAAETE LEYAAT] AVATTATWOT], OTIWG AVAPOAEG
XELPOLPYIK®V eTMEUPACEWY, TPOYPALUATIOUEV®V 1ATPIK®V eEetdoemv 1) xnuelobepameinv. Eykinpatieg tov
KkuPepvoyxmpov allwvovtag Atpa e10€faiav e T0 KaKOBOULAO AOYIOLIKO ransomware o€ 30 S10KOMIOTES TOU
VOOOKOLEIOV, KATAOTPEPOVTAS LITOAOYIOTIKA OLOTHHATA KAl apyeia Sedopuévmv kat avaykalovtag T0 TIPOCWITIKO
Vo autoplakpLvel acBevelg ov Ppiokovtayv o€ KATAoTaoT EKTaKg avaykng. Mia yvvaika aoBevig mov
peTta@epOnke 35 AL LAKPIA O VOOOKOLELD Tov BoLmeptal, tehikd e€émvevoe Aoym kabuotepnong oty
AVTLETOITION TNG KATAOTAOT|G TS ZxedoV evav xpovo vopitepa to Campbell County Health, évag 1atpikog
ouog pe 20 kAvikeg oty IoArteia Ovaduvyk twv HITA eiye méoet emiong Ovpa kuPepvoemifeong. Ot
eTOEUEVOL «KAEIBMOAV» TOUG (PAKEAOVG TV A0OEVMV KA TIC 1ATPIKEG CLOKEVES atat®vTag Autpa. Ot
£pYalOUEVOL OTOV 1ATPIKO OUIAO AVAYKACTIKAY VA «TIAYMOOLV» OAEC TIG LATPIKES LITNPECIES KA TIG KAIVIKEG
TPAEEIS KA VA LETAPEPOLV TOUG aoBeVEIG 500XALL pakpid, ot Notia Ntakota 1) oto NtevPep mov ameyel 350
YALL

H mtavdnuia mov eEakolovBove va fiwvoupe anedelfe v afla v vanpecieY NAEKTPOVIKNG VYElag Kat

enéPade €€ avaykng v appnkn SlaotvdeoT) pag pe v texvoioyia, empPefainvoviag wotdoo, T0 TOC0
evaAwToL gipaote cuAoyIKA. H tpdoSog otov Topea g vyeiag peow tov Suvapkov mepiPariovtog mov

Srapoppavouy o1 véeg texvoloyieg oTig amapyég e 4" Blounyavikng Enavaoctaong, kaAEpynoe euvoikeg
ouvvOnkeg ya v av&non twv kuPepvoartenmv. «Kabwmg ot texvoloyieg eEeMocovtat pe Tayelg puBpovg, Stapkng
QTOKAADIITOVTAL EVAAWTA OTeia Kot avadvovtal veeg ameég. Ot Sradiktvakeg embeoerg oe povadeg vyeiag
oxediadovtal pe oTdX0 VA QIIAyopeLOLVY TNV TIPOCacT) TV epYalOUEVKV TOUG O€ CUOTIUATA KPIoWUNG
ppovTidac.

Qg mapevepyela g IpooPATNG TAONS Yia AvENoT e TNAEpYAciag Kat TNALIATPIKIE AOyw g mavdnuiag, ot

TAPAPBLAcEIg CLOTNUATWY TTOV AELITOVPYOLV TIAVE® CITO TO VITOAOYIOTIKO VEPOG AVAUEVETAL VA ALENBOLV»,

emonuaivel o Emmkepaing tov Kévipov E@appoymv kat Yanpeowwv HAektpovikng Yyeiag tov Ivotitovtov

ITAnpopopkrig oto T8pupa Texvoroyiag kat Epevvag (ITE), k. Anuntpng Katexdkng. £ xopa pag gxouvv

ONUEIWDEL KATA KAPOUG LEUOVMUEVES KA TIEPIOPIOUEVIG EKTAOTG KUPepvoemBeoelg oe Lovadeg vyeiag, OTmwg N
yTaia 0To voookoueio Xaviwy to 2017.



ZUUPOVA e OTATIOTIKA oTtotyela Tov FBI, asmto tov Maptio tov 2020 oty Aepikr onpeiwdnke avénon kata
400% (!) Twv xatayyehmv kuPepvoembéoewv. O ITaykoouog opyaviopog Yyelag kat 1o AUEPIKAVIKO LITOVPYELD
Yyeiag kot AvOpwrmivwv Ynpeoiomv it p&av ot 7tio SnUo@Aeig 0TOX01 TV XAKEPS TTOL EVOIAPEPOVTAY VA
«AAfouvv yvmon» oxeTika e v €peuva mov Sievepyeito yia mv Covid-19. MaAlota o1 emiBeoeig
TPAYLATOTTOONKAV KUPLKG LE TN XPTI0T) KAKOBOLA®Y UNVUUAT®Y NAEKTPOVIKOD TAXLOPOUEIOL OYETIKA LIE TOV
KOPWVOT0, TIPOKEYEVOD VAL EEQTTATIICOVV ATOUA VA KAVOUV KAK O EMKivEuvoug oUVEEaLOUG.

Zmv emola evnuepwtikn eékbeon DBIR (Data Breach Investigations Report) tng Verizon sov eivan pia asto Tig
7110 ASl0TTOTEG ETAPELEG TTOV SPACTNPLOTOIOVVTAL GTOV TOUEA TNG YNPLAKNG emKovaviag emPefaiovetal mwg
TO 2020 TA MEPIOTATIKA £IBE0EWVY ALENONKAV KATA 71% GUYKPITIKA LIE TO 2019.

AvtioTtoya, pia peAét g etaipeiag Bitglass tov Spaotnplomoieitan oto cloud security avagEpel mwg GUVOAIKA
onig HITA péoa oto 2020 mepimov 26 ekatoppupla apyeia aobevev ektednkav oe pun egovolodotnuevoug
XPTOTEC, QITO TA OTTOIA TA 24,1 EKATOULVPIA AVAKTNONKAV artd emB£0e1g aToV KLBepvoXmpo emnpeddovtag
T1EPLTTOV 80 EKATOLUVPLA ATOUAL.

IToAA&g atd TIQ TTPOKATOEIC 0TIV KUPBEPVOATPAAELQ TTOV AVTILETWOITICEL ONUEPA 1] Bropunyavia g vyeiag
ovvdeovtal pe advvapieg stov povrrpxav g mavonuiag, 6mwg 1wyvpidetar o k. Kateyakng: «O topeag mg
vyelag amoTelel Evay evAAWTO 0TOX0 KLPePVoEmBETe®Y YIATL 01 1ATPIKES CLOKELEG OLVIOWGS KataokevaldovTal
Xwpig 1 pe advvaun mpootacia, yiat ol enayyehuatieg vyelag Sev eival emapkmg EKTASEVUEVOL GTOVG
KivOUvoug, Y1aTi 0 TOUEAS EIVAL KATAKEPUATIOUEVOG KL GUVLITAPYOLY TIOAMEG KAl GUXVES AVTOAAYEG
TIOAVHOPPWYV SeSopEVRV LETAD TTApOYwV LIMPEIRV Lyelag, yiati eakorovbel va Aertovpyel €vag peyaiog
ap1BuOg TEXVOAOYIKA EEMEPATUEV®V CUOTIUAT®Y TIAPOPOPIKNIC, YIATL CUVLTIAPYOLV SIAPOPETIKES TEXVOAOYIKEG
AVoELS, eV SeV LTTAPYEL OLOIOLOPPT] KOVATOUPA TIPOOTACIAG TV SeSOUEVMVY.

II\nBawpa 8e, peAet®mv KUPEPVOATPAAELAG CUVITYOPOUY OTO YEYOVOG TTWE TTOAEG POPEC 1] «AXIMEIOG TITEPVA» TWV
OLOTNUATKV glvat o1 18101 o1 ¥prijoTteg Toug. II600 HAAOV OTOV TOUEX TNG VYEIAg OOV 01 ETAYYEALATIEG VYELAG
£0maovV To EVEIAPEPOV TOUG 0TI IATPIKT) TIPAKTIKT SivovTtag Eppaocn otov acBevr) kat agrvovtag oe Sevdtepn
poipa Bepata acpaielag kat I1HTKOTNTAG. «Agv eival Ayeg 01 (POPES TToV XPNoTES Holpadovtal Tov 1810 kwSko
yia v TpooPact) og 1aTpIkA ITANPo@oplakd cuothiuata. ITapdt €govv yivel S1apopeg KAUTAVIES EVIIUEPWOTG
Kat evaaBnTomoinong etvar SokoAo va aAAAEEL 1 LTTAPYOVOA VooTpoTTia. Astauteitan Xpovog kat opon
stpoogyylon. O xpovog wtopel va etvan SuoetpeTog, AAAA 1) 0pbN) TTPOCEYYIoN elval EPIKTI!» avapEPEL
Xapaktnplotkd o Atevbuvng Epevvav tov Ivotitoutov ITAnpogopikng tov ITE, k. Evayyehog ZakkaAng.



O1 xvBepvoemBEoelg oe TAPOKOVG LYEIOVOLIKNG TTepiBaiyng Exouvv petatpastel oe pua founyavia 13,2
Sroekatoppvpiny SoAapiwv, Ue To pHEco kOoTog tapafiaong dedopuévmwv ava apyeio va ayyiet ta 499 SoAdpia. O
TOUENC NG LYEIOG XPEIAETAL TTAEOV UEYOADTEPO XPOVO V1A TNV QITOKATAOTAOT NG KaBe mapafiaong (katd péco
236 NuEPES), Kab®E KA YA TOV EVIOIMIOUO AUT®V TV Tapaflioenv (katd pEco 0po 96 nuépeg). Ot kataforég
Se, Twv ADTpwv amd ta Bupata gxovv amobpaciivel Ttoug kKuPepvoeykinuatieg. Eviektikda mépot
KuPepvoeykAnpatieg amaitoav Atpa oe bitcoin a&iag 14 exatoppvpinv Sodapiwv katd ) Sidpkewa pag
emifeong LLe ransomware Jov 7N pEace 110 ynpokopeia oe OAeg Tig HITA.

KuvpBepvoao@arera om peta-COVID enoyr) pe npovrtodeoerg

«KaBe pépa Sramnotmvovtal Kat IEPIoCOTEPO EVPAVTACTOL TPOIIOL EMOBECEWV O1 OTT0101 UITOPOVV VA
TPOKAAEGOLY APVIOT) LIINPECLAG, TEIPATEIN CLUVESPLAC, TTAAOTOYPAPNOT], NAEKTPOVIKO WPAPEUQA, VITOKAOTTN
Sedopevav, evepyomoinaor kKakOBovAmV AOYIoLIKGY, K.a. PavtaoTteite pia tetola emifeon va yivel o€ AOyl1opiko
710V XpeldeTal va Aertoupyel yia v vtoatpién g wng evog acBevn (71.x. 0€ £va VOGOKOUEIO 1) akOUT KAl 0TO
OJTITL TOV). AKOUN TTEPLOTOTEPO ETMKIVELVA OEVAPIA CUUTEPIAQUBAVOLV T XPT0T) UN AS0MOTWV AOYIGHIK®V (TT.).
ahyopiBuwv eV g vonuoovvng) sov Ba pmopotoay va odnyroovy oty e€aymyn piag AdBog Sityvwong, 1)
¥xopnynon wag AavBaopévng Bepasteiag, TpokaA®vTag He Tov Tpomo avto PAAPN 1) amwAsia avBpomvng {wng»,
oxohadel o x. Kateyakng.

Fopewva pe tov 810, 1 apyr g avattueng AosPaA®Y CUOTNUAT®Y €€ OPIGLOV KAl €K TOV OXESIAOUOL xel Epbet
yia va peivel. Qotdoo, 1 KuPepvoac@alela Ka 1 sipooTacia TG ITPoomItikg {wng tpolmofETouvy opyaveTikd
KO TEXVOAOYIKA OTOLYELN TTOV OTOXEVOOLV OTIV VAOTIOINOT) AUTHG NG TIPOOTACIAS, KABMG KAl APXES TPOOTACIAG
Sebopuevav 08 CLOTILATA KA UITNPEOIES: «AV KAl LITAPYEL OXETIKT) vouobeoia yia v pootacia v
TPOCWITIKAOV SeGOUEVHOV Y1a T S1a0@PANOT) TNG YNPLaKTS WS TKNG (NG, evtog kat ektog g EE, avt ano
uovn g Sev apkel. Xperadetatl eKTASEVUEVO TPOOKOITIKO 0TI S1AKELPION TTO10TNTAG KAl CUOTIHA ACPANOVE
Slayeipong mAnpo@opi®v pe AoeLg Tov tepthapfavouy, Heta&d AV, ouvaiveon, elayiotonoinon SeSopévwv,
KPULITTOYPAPNON Kat TV mifavr) xpron yeuSmviuwv».



310 onpeio auto a&idel va avagepBet g amd 1o 2004 Aettovpyel oy EE o Opyaviouog g Evpwmaikng
'Evwong yia mv KuvBepvoaopdieia (ENISA), mtov eival £va eupmItaiko KEVTPO EUITEIPOYVOOIAG YA TNV AoPAAEI
otov kuBepvoywpo. O porog Tou etvar va Ponbaet ta kpatm peAn mg EE va e€aogpaiioovv éva vyno emmmedov
KuPepvoaopdleilag kat va Bwpakicovv Tig ynelakeg toug vmodopeg. O ENISA tov Iavoudpio tov 2021
Snuooievoe pia £xBeomn oxetikd pe to Cloud Security for Healthcare Service, mapéyovtag otoug opyaviopoig
VYELOVOIKNE TTepiBalyng 08nyieg yia v acpaiela 0Tov KuPepvoywpo stov Ba fondrnoovy oy mepartepm
YIPLOTTOIN0T LE TNV LITOCTIPIEN TWV VANPECIOV VEPOUC. Xe enota fdorn eEdMov, o ENISA Sopyavmvel
S1aoKkeyn ya NV ao@AAEL NG NAEKTPOVIKIIG VYELAG KAt TOL KUBEPVOYDPOL OTOV TOUEA TG VYELAC.

H otpamywn vepaomong Opmg Tov kuPepvoxmpov kooTidet kat mbavag va pnv Stabétouv 6Aot ot Tapoyot
vyelag Tig 161eg SuvatoTTEG-MOPOUE Y1 VAL LI0OETNOOVY £va GUOTNA AGPOAEING. «AOYK TOV XACUATOC
Seflomtwv oe Bepata kuPepvoaoPAielag elval CagEg OTL EKEIVOL TTOL eivat AtyOTEPO TIPOETOIUACHEVOL B
TAPAUEIVOVV TIEPIOTOTEPO EVAAWTOL H VAOITOINOT) GUYKEKPIUEVGV VOLIKMV, OPYAVOTIKMV, AAAA KAL TEXVIKGOV
UETPWV YPNPLOKNG ACPANEIAG QTANTEL TTPOOEKTIKO OXEO1A0UO, HEAETT AVTIKTUIIOL KAl €41 KOOTOG. I Toug
0PYAVIOLOUG LYEIOVOLIKNG TtepiBaiyng Ba astartnBel tpdaBetn vtooTPign, OTTWE KAl CUYKEKPIUEVT
kaBodnynon, amd eBVIKEG KAt KOWOTIKEG APYES, PLOUNYAVIKA TTPOTLITA YA TV ACPAAEIQ, CAPELS 081yieg aItd TIg
Apyég Ipootaciag AeSopevav KaBmG Kot ouvepyaaoia e Tapoyoug TEXVOAOYIK®V LITNPETIOV (Y. VEPOUS), A
KO KATAOKEVAOTEG 1ATPIK®V oLoKev®v. Etvar cagég 0t Ba astautnBel ) apoyn) Kivitpov yia enevovoelg o
HeTpa KLPEPVOATPAAEIG», CUUTTANPGOVEL O K. Katexdkng.

Ev péow mavnuiag, tov Agkeéufp1o tov 2020 ot xwpa pag dSnpoaotomoBnke amd to Yrrovpyeio Pnglakng
AwaxvBépvnong n vea eBvikr Ztpatnykn KuBepvoaopdeiag, ) omoia Kiveltal yopw asto 5 factkolg smulnveg
Kol 15 e181K00g 0TOX0UG, AVALETA GTOVG OTTO10VG EIVAL 1) TTPOOTAGIA TNG LITOOOUNG KPIOIU®V TANPOPOPIAV, 1)
Beommon Pacik@V HETPOV ATPAAELS, T KABIEPHOOT] LNXAVICU®OV AvAPOPAg CLUPBAVTIWY, T AVATITUEN KAVOTNTAG
LETQITLONG TEPLOTATIKGOV, 1) AVENOT) TNG EVALCONTOOINOTG TWV XPNOTWV KAl 1 TTpomBnomn g epeuvag Kat



0p1iOVTIO £pYO Yia TV eykaBidpuon mAatoppag S1apotpacpo JTANPOPOPIOY TTOV GYETILOVTAL LE
KuPepvoao@alela kat Kufepvoameeg.

Mua PANACEA pe avOpommokevTpikn IpocEyyior)

A7t6 10 2019 «TpéYE otV EE éva onuavtiko epeuvntiko £pyo, 1o PANACEA, 070 071010 €710 TNHOVIKA
vrtevBuvog etvar o AtevBuvng Epeuvav touv Ivatitovtov ITAnpogopikng tov ITE, k. Evayyehog ZakkaAng. To
£pYo 7oV atoteAel peépog tov Evpwrtaikov Ipoypauuartog ITAaioiov yia v Epevva kot v Kavotopia
«Opidovtag 2020», XpNUATOSOTNONKE LE 5 EKATOUHVPLA EVP® KAl OAOKANpVETAL TO 2021. «To €pyo, 0T0 071010
OUUUETEYOVV 15 ETOTILOVIKOL ETALPOL QUITO 7 EVPWITAKES XMPEG EXEL AVOPWITOKEVTPIKT) TTPOTEYYIOT), KABMG
APIEPQOVEL LEYAAO TOV UEPOG 0TI UEAETT) KA EKTIUNOT) TNG CLUITIEPIPOPAS SIAPOPETIKGOV KATIYOPIOV
ETAYYEALATIOV VYelag (1ATpiko, VOOAELTIKO, TEXVIKO, SI01KNTIKO TTIPOOMITIKO), VG TTPOTELVEL Kot afloAoyel
mapeufacelg e181kd oXeSIOUEVEG 0TIV EKACTOTE KOUATOUPA, Ol OTTOLEC TIPOVITOOETOVV TN GUUUETOYT) TWV
ETAYYEALATIOV V1A TI CUVSIAUOPP®OT) AUTWOV», EENYel 0 K. Zakkarg. Mépog Tov Panacea asoteel n avarttuén
£vog “€ELTTIVOU” CLOTILATOC TIPOCOUOIWOTC KLPEPVoETBETEWY, TO 0IT010 TTPOCAPUOLETAL TNV EKAOTOTE
TOTTOAOYIO TOV VOOOKOUEIAKOU SIKTUOV KAt EAEYXETAL OAO TO 240PO TIPOKEYEVOL VA EVIOTIOTOVV KAl OVOIAOTIKA
va tpoPAe@Bolv edattdpata acpaieiag 1 aduvapieg ov spémnel va evioyvBolv. H mmAotikn tov epappoyn
seprapfaver peig Srapopenikeg Sopeg vyelag, CUUTEPIAAUBAVOUEVOD TOV LEYAADTEPOL VOOOKOLEIOV TNG
Paoung, kabBmg ko povadwv mmg Kpnme.

FUUP®VA LE TOV K. ZAKKAAT «0 X®pog g Yyeiag ouyva mepihapBavel IemaAdiopéva oA AT PGS AEITOVPYIKA
1ATPIKA CLOTNUATA, OTTKOG Y1 TAPASEY LA TA ATTEIKOVIOTIKA LUINYCAVI]LATA JTOV VAl LYPNAOD KOOTOUE, TA 0TT010
Sev mapeyovv ovyypoveg Sikheideg Ao@PAAEINg KAl TTAPAUEVOUV EVAANTA OE ETIGOEO0VG XAKEP, EVH ATTAITOVY KAl
i kootofopa avafaduion. Zmyv katevBuvon avtn to €pyo PANACEA mpoTteivel pia oe1pd VITOAOYIOTIK®Y
EPYOAEIWV AAAA KA EVYPNOT®V UNXAVIOUGOV TTPOGRACTE OTA CUOTIHUATA AUTA fACIOUEVWY OE BLOUETPIKA
XAPAKTNPLOTIKA (OTIWE TO OXT LA TTIPOCMITOV, T) POVI| KAL) ».

Avayvopildovtag v onuUavTiKOTNTA NG EYKAIPNE KAl ATTOTEAECUATIKNG AVTILETWIIONG TwV KUPepvo-embEoewmv
otov Topga g Yyeiag kpinke emmraktikn n ovvepyeia tov PANACEA pe miévte akoun ovvagn £pya, ta
ASCLEPIOS, CUREX, FeatureCloud, SAFECARE and SPHINX, 7tov e01a4{ouv 0TV KuBepvoac@aiela otov
TOUEQ TG Lyelag, Ta omoia xpnuatodotovvral amd v Evpomaikr) emtpost) ota mAaiold Tov TpoypapaTog
«Opidovtag 2020».

¥1g 20 Anpidiov 2021 1 EE £8woe To «mipaotvo» @ug yia ) ovotaot) evog Kevipou Ikavot)twv Tov Topea g
KuPepvoao@alelag tov Ba CUYKEVTPKOOEL ETTEVODOELG TNV EPELVA, TNV TEXVOAOYIA KA TN BLOUNYAVIKT avAmTTuEn
OTOV TOHEQ AUTO. ZUYKEKPIUEVA, O VEOG POPEAG, TTov Ba &xer v £8pa Tov oTo Boukoupéot g Povpaviag,
avaiappaver m SoxEtevon g XpNUAToSOTNOoNG IOV CUVSEETAL LIE TNV KUBEPVOATPAAEIA ATTO TA TIPOYPALUATA
«Opidovtag Evpmmmn» ko «Pngrakn Evpwsn». To ev Adyw fropunyaviko, texvoloyiko kai epeuvnTiko Kevtpo
Ikavotitwv otov Topéa g kufepvoacpaietag Ba ouvepyaletan pe v ENISA ko pe éva Siktuo eBvikov
KEVTPWV GUVTOVIOUOL TTI0V Ba oploouy ta kpatn pEAN kan Oa pEPVEL 0g EmAPT] TOUS KLUPLOTEPOLS EVPWITATKOUG
(POPELG, OTMG BIOUNYAVIES, TAVETOTNLIAKA KO EPEVVITIKA 18 pUHATA KAl AAEG CUVAPELG EVIOELS TNG KOVWVIOG
TOV JTIOATOV, YA VA OXNUATICOVV 1A KOVOTITA IKAVOTITOV 0TOV TOUER NG KuPepvoaopdletag oty EE.

Picture credits: Christos Tsoumplekas/FORTH
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