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Abstract the well-documented limitations of application identifica-

tion [16], inherent additional complications in wireless net-
With the increasing deployment of wireless networks,  works, such as the increasing overheads of data collec-

network management and configuration of wireless Ac-  tion due to the need of multiple monitoring points, cross-
cess Points (APs) has become one of the main concerns of correlation of different type of traces, and transient phenom-
network operators. While statistics and measurements  ena due to the radio propagation and mobility, have led the
regarding the overall usage of individual APs are read- community to assume that the expected workload of wire-

ily available, the limited knowledge of the wireless traf- less networks follows the general trends of Internet applica-
fic demand, in terms of the type of application, hinders  tions.
efficient network provisioning. This paper provides an This paper provides a multi-level application-based traf-

extensive application-based characterization of a large-  fic characterization of a campus-wide wireless infrastruc-
scale wireless network, going beyond the port-number  tyre from the perspective of the network, client, and AP.
limitation, across three levels, namely, network, clients,  Such a characterization is crucial to our understanding of
and APs. We found that the most popular application  the application usage, build user profiles and develop better
types, in terms of the number of flows, bytes, and clients,  resource management and admission control mechanisms.
are Web and peer-to-peer, and while the majority of APs Using the port number to classify flows may lead to sig-

IS domlnateq by them,_ APs .Of the_ same b.u"dmg type nificant amounts of misclassified traffic due to the following

have large differences in their traffic mix. File transfer . -

flows, such as FTP and P2P, are heavier in wired than — cooo > Many modern app_hca_tlons, such as m_odern p2p

in wir'eless networks Finally’an interesting dichotomy protocols_ or streaming applications, use dynamlc portg o

among AP, in terms. of their’dominant application type c_ommunlcate. Even worse, port ranges ofd|fferent. apphca—

and downlor;lding and uploading behavior was observed tions may overlap. Apart from this, numerous applications,

" such as malware or P2P, may try to masquerade their traf-

fic under well-known “non-suspicious” ports, such as the
port 80. To avoid this “known-port limitation” [19, 15], we
employed theBLINC tool [16] which performs classifica-

1 Introduction tion of flows into applications based on the transport-layer
footprint of the various application types. To identify AP-

Wireless local area networks (WLANS) are increasingly and user-specific characteristics, flow-related statistics were

being deployed to address the growing demand for wire- cOUPled with client SNMP traces.
less access. As their user population increases, accurate Our findings include: The most popular applications are
traffic modeling and characterization of their workload are Web browsing and P2P accounting approximately for 81%
essential to facilitate efficient network management and of the total traffic. Most users are also dominated by these
better utilization of their scarce resources. While there two applications. Network management (NM) and scanning
have been several studies looking at the application crossactivity are responsible for 17% of the total flows in our
section at wired networks (e.g., [8]), such attempts are trace. While building-aggregated traffic application usage
limited in the case of wireless networks [11]. Besides patterns appear similar, the application cross-section varies
within APs of the same building. Most wireless clients ap-
*a.  Department of Computer Science, University of Crete. pear to use the wireless network for one specific application
(p'c;‘:)m'dl@'c.s'forth'gr) . . that dominates their traffic share. File transfer flows, such
. Institute of Computer Science, Foundation for Research and L. . .
Technology-Hellas. (mgp@ics.forth.gr) as FTP and P2P, are heavier in the wired network than in
tc. Microsoft Research. (thomkar@microsoft.com) the wireless one. An interesting dichotomy among APs, in




terms of their dominant application type and downloading information to the flow-level data. Our traces correspond
and uploading behavior, was observed. to approximately 9,125 distinct internal IPs which were

The rest of the paper is organized as follows. Section 2mapped to approximately 6,593 unique MAC addresses.
presents related work while Section 3 describes the anaUsing BLINC, we were able to classify 86% of our flows
lyzed traces and our methodology. Sections 4, 5 and 6into application types. Some cases of misclassification were
present our findings for the aggregate, AP and client traf- due to outlying user behavior. Nearly 5% of the users were
fic characterization. Finally, we discuss the implications of responsible for 98% of misclassified Web traffic and thus
our findings in Section 7. excluded all misclassified Web flows. We were able to cor-
relate with SNMP data 74.6% of the flows corresponding
to 77.6% of the total traffic measured in our trace. Note
that not all APs in the campus were monitored, hence the
unmapped flows.

While there have been several measurement attempts in  Taple 1 presents general characteristics of our 7.5-day
deployed wireless networks over the past few years [12, 21],packet traces, such as the number of source and destina-
the focus has mostly been in identifying roaming pat- tjon |Ps observed, the total number of packets and bytes as
terns [18, 4, 3, 24, 7, 22, 23, 20, traffic load characteri- el as the average utilization observed for both the wired
zation [24, 7, 17, 12], packet losses and delays [13, 3, 2, S]and the wireless sources found in our traces. We will occa-
and forecasting [21], with the goal of provisioning the wire-  sjonally use the later data to compare application and client
less APs. These studies reflect a variety of wireless environ-hehavior across the wired and wireless network.
ments, such as campuses, auditoriums, and enterprise net-
works. While our work touches upon the workload of APs,
we are interested in studying the application cross-section
across APs rather than the overall traffic.

Closer to this research, there have been studies on port- ) » ] ]
based application classification [11, 3, 24] which were  First using BLINC [16], we classified flows into appli-
shown to be highly inaccurate [19, 15]. Furthermore, our patlons and then identified the dominant application types,
work goes beyond simple application breakdown by exam- In terms of the total number of bytes, flows, and popular-
ining the variation of the application cross-section across Ity @mong clients. Finally, we compared our findings with
APs and clients. Tutschku investigated the difference of the Previous studies both in wired and wireless environments.
uploading from the downloading traffic of a popular P2p  Although Web traffic has been traditionally prevalent, re-
application in a wired network and reported a significant C€nt studies have highlighted an increasing interest in P2P
amount of uploaded P2P traffic in [25]. Gebal. [10] applications. Table 2 shows that although less than half of
studied asymmetry in bit torrent traffic and concluded that the total flows are Web flows, it still accounts for nearly
it is highly affected by high speed downloading. Chambers 57% of the traffic. P2P applications have a similar share, in
et al. [6] characterized the online games usage, in terms ofterms of flows, that corresponds to roughly 24% of the to-
user sessions and periodicities of the workload. Our client @l traffic. While some applications have a relatively small
profiling is based on their traffic mix across applications and Share of the overall traffic, they contribute with a large num-
the existence of an application through which they transfer P€r of flows having thus, a significant impact on APs. Sim-
the majority of their traffic. Finally, Guhat al.[9] studied ~ilarly, although the network management and scanning ac-
the structure of a VoIP based network and contrasted it tolivity are both responsible for 0.42% of the bytes transfered,
P2P systems. Our method distinguishes chat and streamthey account collectively for approximately 17% of the total
ing applications from P2P by focusing on the graph that is flows! Thus, their effect on the overall network should not

created by flows among clients rather than using network P& ignored. o _
topology information. Although byte and flow statistics reveal the dominant ap-

plications, in terms of network traffic, they only indirectly

. hind on the popularity of each application. We define as

3 Data description popularityof an application the number of clients that had at

least one flow of that specific application. Our findings are

We analyzed traces from one of the largest campus wire-summarized at the last column of Table 2. Note that, these
less networks [1]. Out of the total 488 APs, 382 were mon- percentages do not sum up to 100%, since each client en-
itored that were located in 231 different buildings. Our gages in more than one application. Interestingly, all clients
traces consist of packet traces collected at one of the acceslsave at least one Web flow, while a significant percentage of
routers at UNC and client SNMP data from all APs. Client them (43%) appears to be P2P users. Further, 4% of them

SNMP data were used to add MAC address and AP-basedise online games in our wireless network, while most of

2 Related work

4 Aggregate traffic characterization



[UNCsef Date [Start[Duration [ SrcIP | DstIP [Number of packet§ Bytes [Average Util. [Average number of flows|

[Wireles§2005-04-1312:00 178.2h | 2650K | 2454K | 1046 M| 583GB | 7.3 Mbps | 258K |
[Wired |2005-04-1312:00 178.2h | 1998K | 1933K | 1022M| 521GB | _ 6.5 Mbps | 195K |

Table 1. General workload characteristics of our packet trace.

[ Application type [ Flows (%) | Bytes (%) | Packets (%)] Clients (%) |
Network management 9.95 0.42 1.54 17
Chat 2.05 0.48 1.47 73
Web 35.6 57.59 46.80 99
P2P 30.04 24.85 34.46 43
On-line games 1.11 0.01 0.075 4
FTP 0.91 1.57 1.72 7
Mail 0.07 0.33 0.21 1.5
Address scan 6.40 0.12 0.58 73
Port Scan 0.39 0.32 0.28 1.4
Streaming 0.10 0.177 0.196 0.5
Unknown 13.2 14.09 12.64 84

Table 2. Application cross-section with respect to flows, bytes, packets and clients.

them had at least one unclassified flow. While mail traffic across the wireless traces is the share of Web traffic which
is only observed for a small number of our clients, this is is significantly higher in our traces. While such a difference
the effect of our monitoring point at the edge of the net- may simply reflect different usage patterns across the two
work which does not capture any traffic for which both the wireless networks, we speculate that the port-based classi-
source and the destination reside inside the UNC WLAN. fication of traffic may have missed all Web traffic that was
Finally, note that, the majority of the clients are scanned at not accessed through one of the well-known ports for Web
least once by an address scan or port scan flow! (e.g, port 80).

We compared our results with three other application-
based characterization studies in wireless and wired net5> AP traffic characterization
works, namely, two wired campus networks (residential
Campus, and UNC), and two wireless campus networks As observed also in previous studies, the overall distribu-
(UNC, and Dartmouth). Note that, although a direct com- tion of traffic across APs is not uniform (Figure 1, left) and
parison is not straightforward due to the differences in the only few APs are responsible for the largest amount of traf-
monitored networks, time of collection , and lack of an iden- fic. For example, 3.5% of the APs are responsible for nearly
tical application classification algorithm across studies, we 30.5% of the traffic while three APs are responsible for 10%
can still observe general trends. of the total network traffic. The reason for such a skewed
distribution of traffic among APs is the varying popularity
among APs. To validate this assumption, we plot the CCDF
of the number of clients across APs in Figure 1 (right). A
few APs are significantly more popular than others, having
been visited by more than 400 clients, and correspond to the
ones with the highest traffic aggregation.

To this end, we first compared the traffic share of the
most dominant and popular applications, of the UNC wire-
less network with the the share of the same applications cap
tured at the wired component of the UNC network (i.e., traf-
fic originating from wired clients) within the same time in-
terval. Similarly, we contrasted our findings to the “residen-
tial campus” trace studied in the original BLINC work [16], We found that the distribution of traffic across APs varies
and the ones from the Dartmouth wireless network [11]. with the application. Figure 2 (left) presents the CCDF of
Table 3 summarizes the percentages of Web and P2P trafthe traffic share of three distinct application types relative
fic for each one of these networks. Note that, the residen-to the total traffic across APs. While high percentages of
tial campus trace, and the two UNC traces were all clas- Web traffic appear in most of the APs, a small portion of
sified by BLINC, hence the findings can be directly com- them, roughly 10%, access a significant amount of P2P data.
parable; port numbers were used in the case of the Dart-Other application types rarely dominate any of the APs with
mouth trace. The results are remarkably similar for the two the exception of three APs being dominated by mail traffic
“wired” traces (residential and UNC campus networks), es- and one by FTP. This unevenness is especially pronounced
pecially for P2P. On the contrary, the share of P2P traffic in the case of P2P. Figure 2 (right) shows the combined per-
is significantly lower in both wireless traces amounting to centage of Web and P2P traffic across APs sorted by their
approximately one fifth for Dartmouth and one forth for the Web traffic percentage. There are two modes namely, ei-
UNC of the total traffic. The most prominent difference ther most APs are dominated by P2P traffic, or their share



[ [ Residential campug UNC Wired [ UNC Wireless [ Dartmouth Wireless]

[ Web | 37.5% [ 4868% | 5759% | 28.6%
[ P2P | 31.9% [ 3485% | 2485% | 19.3% |

Table 3. Percentage of Web and P2P traffic (bytes) across four different networks.
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Figure 1. Left: CDF of percentage of total network traffic across APs. Right: CCDF of the number of
distinct clients across APs.

of P2P traffic is minimal. Although Web is the most popu- ous section. Table 5 presents the number of APs for nine
lar and dominant application type at the infrastructure-wide building categories and shows the percentage of APs for
level, this is not the case at the AP level. which a home application existed. There is a weak corre-
We say that an AP has a certain type of application aslation of the building qategory with.the .number pf APs that.
home applicationif more tharp% of its total traffic in bytes ~ Nave a home application (e.g., mail exists only in academic
is of that application type. Table 4 presents the breakdownPuildings as a home application, while FTP is present only
of APs that have such a home application when more thanin the business category). This reinforces our intuition that
half of the traffic of the AP belongs to an application type d|st|n_ctAPs may require different conflg_urgtlon setpngs_de-
(p=50). Approximately 4% of the APs are dominated by pending on the appl_lcat_lon_ortype_of bundlng_fun_ctlonahty.
unknown traffic, while for roughly another 4%, a home ap- The uneven traffic distribution in .th(.e appllgat|on Cross-
plication could not be defined, since no application type is section that was observed across buildings exists also across

dominating this AP’s traffic. Overall, there is an applica- APS of the same building. Table 6 presents the percentage of
tion preference towards specific APs in the wireless net- Web and P2P traffic for all APs located in building 22. This
work. This observation can direct traffic engineering de- Puilding was chosen randomly among the buildings with the

cisions about admission control or P2P traffic filtering at largest number of APs. While in most cases Web traffic
certain locations of the network. dominates the overall traffic share, there are distinct APs

(highlighted in the table) in which P2P contributes with the
largest amount of traffic. Note that, these are not transient
traffic phenomena, since our tracing period corresponds to
several days.

We grouped APs based on their building category. Anal-
ysis at building level circumvents several problems that oc-
cur at AP-level, such as non amenability to statistical pro-
cessing, higher sensitivity of monitored traffic variables to
the short-term propagation conditions, and lack of scalabil- 5.1
ity [17]. Thus, we grouped APs based on their category
that reflects their functionality. We would expect for exam-
ple to notice insignificant amounts of online games and P2P preyious studies [14] have observed that certain APs are
traffic at APs residing in academic buildings or near lecture yominated by uploaders. In this section, we first explore
halls. if this phenomenon persists over time, and then, examine

To this end, a similar analysis is performed using the no- which application is responsible for the asymmetry between
tion of the home application for an AP as defined in previ- the downloaded and uploaded traffic. For that, we define

Download and upload traffic asymme-
try
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Figure 2. Left: CCDF of the percentage of traffic across the various APs. Half of the APs are domi-
nated by Web traffic ( >70%), while approximately 10% of APs by P2P traffic. Right: the share of P2P
and Web across APs.

[ p ][ Web (%) [ P2P (%) [ FTP (%) | Mail (%) [ Unknown (%) |

50 85.9 6.17 0.28 0 4.2
75 55.8 0 0 0 0.84
90 25.52 0.28 0 0 0

Table 4. Percentage of APs with a home application.

the asymmetry index of an AP to be the fraction of the total observed in Figure 3 (left).
downloaded to total uploaded traffic (bytes).

Approximately 5% of the APs show asymmetry indexes 6 Client traffic characterization
less than one, that is more bytes are uploaded than down-
loaded by clients associated to these APs. Figure 3 (left) is  The AP- and building- level characterization is now ex-
a scatter plot presenting the asymmetry index for each APtended to client-level to gain a better understanding of the
versus the total uploaded bytes at the same AP. Itis interestuser behavior, which is critical in the design of admission
ing to note that, especially APs with significant amounts of control and AP-selection mechanisms. We defingiibiae
uploaded traffic, have asymmetry indexes less or very closeapplicationof a client as the application that is responsible
to one, which implies symmetric usage of these APs. Thefor more thanz% of that client’s traffic. Wireless clients
asymmetry trend observed in this study using packet headehave strong application preferences, both in terms of num-
traces from 2005 is very similar to the one with traces from per of flows, and bytes. For example, forequal to 90%,
2004 [14]. In 2005, there were slightly fewer APs with nearly half of the wireless clients have a home application,
asymmetry indexes less than one, suggesting that overalthat is, approximately half of the clients transfer nearly all
downloading activity has increased. of their traffic through a specific application type. As shown

As expected, uploading behavior is more intense in P2Pin Table 7, the most prominent home application is the Web,
than Web, highlighting the need for application profiling of while P2P appears to be the home application for only a mi-
the various APs. Heavy uploaders that are mostly associatechority of clients. The variation of traffic mix among clients
to a specific AP could significantly affect the usage of that without a home application is also interesting. Even in this
AP. For roughly 40% of the APs, the asymmetry index for case, most clients are still dominated by Web. The second
P2P is less than one, while this is true for only 1.4% of the largest share of their data is accessed either through P2P or
APs for Web. Network operators should dimension APs ac- an undefined application.
cording to their application usage characteristics to exploit ~ While wireless user application preferences appear to
such phenomena. There has been also significant uploadinpave similar trends as the wired ones [8, 15] (i.e., Web
behavior for chat and streaming applications. However, P2Pand P2P popularity), it is unclear whether client behavior
is the main reason for almost all small asymmetry indexesis implicitly affected by the application performance over



Building Type [[ APs [ Web (%) | P2P(%) [ FTP(%) [ Mail(%) | Unknown(%) |

ACADEMIC 165 79 6 1.8 3
ADMINISTRATIVE 36 66 8.3 - 8
CLINICAL 16 62 6 6
ATHLETIC 15 53 20 6
RESIDENTIAL 42 83 5 - 2
BUSINESS 15 73 - 5 -
LIBRARY 12 86 - - - -
CONFERENCE 9 55 - - - 11
THEATER 4 90 5 - - -

Table 5. APs per building category and the percentage of APs with a home application.

AP D 44 | 45 | 46 | 47 | 48 || 49 | 50 | 51 | 52
Web (%) || 89 | 81 | 87 | 85 | 78 || 61 | 95 | 45 | 74
P2P (%) || 0.01 | 009 | 01 | 01 ] 02| 35| 0 | 51 | 11

Table 6. Web vs. P2P traffic share for building ID 22 across APs.

the wireless channel. To shed some light on client behaviorcorresponding to control traffic. Second, users may avoid
over the wireless network, we compare the characteristics oftransferring large files over the wireless network because of
the dominant applications over the wired and wireless net-the limited throughput, indicated also in Table 3 that com-

works. As observed in our earlier study [13], the distribu- pares the P2P traffic in wireless and wired. This observation
tion of flow sizes for wireless users is very similar for both holds also for FTP and P2P transfers.

the wired and wireless component when looking at the ag-

gregate traffic. Similarly, uploading and downloading flows 7 Conclusions and future work

also follow very similar distributions in both the wired and

wireless components. However, flow sizes appear quite dif- s work provides a detailed three-level characteriza-

ferent over wireless and wired network per specific applica- yjon, of an operational campus-wide wireless network across
tiqn type. Flow sizes are smaller for bulk fil'e-transfer ap- Aps. clusters of APs and clients. Our results can be em-
plications, such as FTP and P2P, over the wireless networkp|oyed to support better admission control and AP selec-

Figure 4 (left) presents the CCDF of flow sizes in bytes for ;4 mechanisms, indicate usage trends, and guide per-
the FTP, Web and P2P applications as seen by wired a”dapplication traffic modeling efforts.

wireless clients. In the case of Web, the two curves 100K \we found that while Web traffic appears to dominate

very similar, with the wired Web flows being slightly heav- o1k the client and AP traffic share, P2P applications bear
ier than the wired ones. On the other hand, P2P and FTPy gignificant impact on the wireless network. First of all,

wireless flows are lighter than the wired ones, especially the o5t p2p protocols usually transfer data during all of their
ones accessing large amounts of traffic. We speculate tWo,cive time (i.e, seeding in bit torrent). Secondly, the large
possible explanatlons. for th|§, one app_llcat|.on-dependentnumber of flows initiated by P2P applications, increase
and the other user-driven. First, especially in the case ofhe contention at APs, which further increases the overall
P2P applications, loss or disconnected TCP flows severelyrcp RTT. Clients have strong application preferences and

affect performance; broken TCP connections will result in o1l access the wireless network for one specific applica-
disconnectings from existing peers, which will further trig- 5.

ger peer discovgry mechanisms_and increase queue waiting Extending our earlier work [13], we will focus on appli-
times, hence ultimately decreasing overall flow sizes. The cations with real-time constraints and explore the impact of
large number of retransmissions at the 802.11 MAC layer yqpility and wireless network on their performance. We
increases both the packet delay and number of retransmityyij| yse heuristics and statistical clustering techniques to
ted or failed packets at the transport layer [13]. This is con- ofile clients based on their application characteristics and
sistent with Figure 4 (right) which compares the number of 1,5 ming patterns, and contrast the results using data from

flows per client between Web and P2P in the wireless net-gitarent wireless environments. To encourage further ex-
work. Note that, while overall the Web flows are heavier, in perimentation we have made our datasets and tools avail-
terms of bytes and number of transfered bytes per clignt able to the research community [1].

the number of flows per client is larger in P2P than in Web.
Essentially, each P2P client appears to have a large over¢
head in the wireless network with numerous small flows, 8 Acknowledgment
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[x(®) [ NM [ Chat [ Web [ P2P [ Games[ FTP [ Mail | Streaming[ Address scan] Portscan][ Unknown |
50 0.40% 1% 88.8% 2.36% 0% 0.13% | 0.21% 0.1% 0.03% 0.03% 5.64%
75 0.13% | 0.77% | 78.16% 1.5% 0% 0.07% | 0.16% 0.06% 0.01% 0.0115% 2.5%
90 0.06% | 0.56% | 59.26% | 0.8% 0% 0.06% | 0.06% 0.015% 0% 0% 1.1%

Table 7. Percentage of clients per home application for various thresholds (
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Figure 3. Left: CCDF of the asymmetry index for Web, P2P and total traffic. Right: asymmetry index

vs. uploaded traffic APs.
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